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Abstract: 

Security of the information is major concern in today's world. Confidentiality and authenticity of transactions, sensitive data 

information depends on the security mechanisms which must be robust and dependable. As a result of which to protect the good 

network Intrusion Detection System (IDS) has become vital element. In current years, for building IDS most of researchers are 

using various data mining techniques. Since these techniques of data mining makes it feasible to explore huge extent of data for 

its features, characteristics and patterns which can be applied on data collected from network for detecting intrusion and attacks. 

In this paper, we introduce a new approach by using various data mining techniques. The proposed method has four major steps: 

Data extraction, Pre-processing, Clustering and Classification. The main goal of our proposed technique is to detect intrusion or 

anomaly in a network data set. 
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I. INTRODUCTION 

 

INTRUSION DETECTION SYSTEM 

 

Detecting the intrusion in the system plays an important role 

in the network or computer system. Detecting the intrusion is 

the methodology of auditing the actions which occurs in a 

network and inspecting those actions for hint of events that are 

misbehaviors or certain risk of misbehaviors of policies in 

security of the system, admissible use policies, or various 

practices of security. When an intruder tries to access into 

systems critical information or executes any operation which 

is illegal, we call this event as an Intrusion. There can be 

external or internal intruders which depend on the level of 

authorization. techniques in intrusion can be bugs in software 

exploitation's or configurations of systems, cracking the 

password, sniffing traffic which is not secured, or exploring 

the protocols which are precise and finding design defects in 

it. An Intrusion Detection System (IDS) is a type of system 

software for identifying the intrusions and informing them 

precisely to the proper authority. IDSs are usually limited to 

the operating system on which they operate and it is the most 

important tool for the full implementation of security policy of 

organization’s information that displays statement of an 

organization by describing practices and rules for providing 

security, handling various types of intrusions. There are two 

types by which we can classify IDS they are: Anomaly 

detection and Misuse detection. 

 

Anomaly Detection: Anomaly detection makes a normal 

behaviors database and any changes from the normal action 

are encountered warning is prompted that there is a possibility 

of intrusion in the network.  

 

Misuse Detection: Misuse Detection system maintains the 

previously defined attack patterns in the database and if same 

kind of possibilities occurs in a network then  it is classified as 

attack. 

ATTACKS 

 

Attacks are classified into following types: 

1. Denials-of Service: In this kind of attack, Attacker 

prevents genuine users from using a service. Typically floods 

the victims system or network with ping messages making 

them difficult to use them. (e.g. Ping of Death, smurf, 

SYNflood etc.) 

2. Probing or Surveillance: Attacks have the aim of 

obtaining relevant or important information of the existence 

configuration of a computer system or network. Port Scans or 

sweeping of a given IP address range generally fall in this 

category.(e.g. saint, ports weep, mscan, nmap etc.) 

3. User-to-Root: In this victim machine access is 

obtained by Attacker locally and obtains admin level 

privileges of the victims machine.(e.g. Perl, xterm, etc.) 

4. Remote-to-Local (R2L): In such kind of attack, 

there will be victims machines on which attacker will not have 

access rights and hence will try to obtain the access. (e.g. 

dictionary, guess_password, phf, sendmail, xsnoop, etc.) 

 

II. RELATED WORK 

 

In this section, related literature about capturing live network 

traffic data and generation of pre-processed data sets from raw 

network traffic will be discussed. Also the various types of 

data mining algorithms which can be applied on datasets will 

also be discussed. 

 

Praveen P. Naik, Prashantha S. J [2], the main goal of their 

approach was to detect intrusion using data mining techniques. 

The input data set was KDD cup format data set. The dataset 

was then divided into two parts i.e. training data and testing 

data. Then K-means clustering algorithm was applied into k-

subsets on training data where k is the number of clusters that 

are required for clustering. After the generation of K-cluster 

neuro-fuzzy (FNN) was given as input to each k-cluster. The 

output of neuro-fuzzy was given as input to Support Vector 
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Machine (SVM) classification. Finally after classification i.e. 

using SVM helped to determine whether there was intrusion or 

not in the given data set. 

 

Amine Boukhtouta, Nour-EddineLakhdari [3], the main goal 

of this approach was identification of malicious traffic at 

network level. In this approach first they collected malicious 

traffic by making use of dynamic malware analysis tool and 

saved the raw network traffic in the form of pcap files. In the 

next step they collected non-malicious traffic from a DARPA 

[8] dataset and marked it as normal. Both pcap files i.e. 

malicious and normal were combined together and were 

subjected to feature extraction. Later various machine learning 

algorithms were applied so that various classifiers could be 

constructed which has the ability to detect malicious traffic at 

network level. This approach made significant improvements 

as compared to other approaches by capturing encrypted 

traffic. 

 

David Mudzingwa and Rajeev Agrawal [4], the rise in the 

breach in security of computer systems and computer 

networks has led to the rise in the number of security tools that 

explore in protecting against these breaches. Among these 

tools are intrusion detection and prevention systems 

(IDPS).This paper seeks to offer a practical approach to 

evaluate both hardware and software based IDPS using 

publicly available open source tools Tomahawk and 

Wireshark. 

 

Mrs. GhatgeDipali D [5], the main goal of her approach was to 

detect intrusion in the network by making use of various data 

mining techniques such as Decision tree and K-means 

algorithms. She made use of DAPRA data set which was used 

both for training as well as testing. Afterwards DAPRA 

dataset was preprocessed so that relevant information can be 

extracted from raw network data. In the next step after 

preprocessing K-means and decision tree algorithms were 

applied on preprocessed data in order to identify anomalous 

and normal traffic. 

 

T. Subbhulakshmi1, S. G. Keerthiga2 and R. Dharini3 [6] 

came up with Intelligent Multi Layered Attack Classification 

System (IMLACS) which helped in detecting and classifying 

intrusions with excellent accuracy in classification. The 

proposed method captured the packets that are transmitting 

through the network and extracted relevant attributes from 

those captured packets. Afterwards relevant attributes were 

saved in a file. This file was used as input for support vector 

machine (SVM) which is a binary classifier. SVM output 

filters the records that are detected as an attack and this is 

given as input to neural networks on which training and 

testing is done. Neural Networks output was given as input to 

Fuzzy inference system (FIS).According to the rules 

encountered in FIS; it detected the type of attack. In this 

approach Real time dataset was used as an input for various 

classification techniques. 

 

S. Prayla Shyry [7], the main goal of this approach was 

identify bots in the network by using K-means clustering 

algorithms. Bots are nothing but computer systems or servers 

that are responsible for launching various types of attacks such 

as denial of service attacks, sending spam emails, guess 

password attack etc. This method made use of botminer 

algorithm. Firstly network traffic was captured using network 

capturing tools .After capturing relevant information was 

extracted from captured data such as source IP, destination IP, 

source port, destination port, protocols etc. Only the packets 

which initiated the connection i.e. syn (synchronization) flag 

enabled and packets which were acknowledged were filtered 

and values such as flow per hour, bytes per hour, packets per 

hour etc. were calculated. After that mean and variance were 

calculated and K-means clustering algorithm was applied. 

Lastly, after clustering it filtered attacked packets and normal 

packets. 

 

III. METHODOLOGY 

 

 
Figure.1. System Architecture 

The basic flow of the framework is as follows (Refer fig 1): 

First Live Network Data is captured from network capturing 

tool wireshark. Captured raw network data is converted to 

KDD CUP Format data set on which several data mining 

techniques are applied. Further Clustering and Classification 

algorithms are applied on converted pre-processed data. 

Finally result shows intrusion has happened or not in the 

generated network data set. In the following sub section we 

will describe each component of the system in detail. 

 

A. Capture Live Network Traffic Data 

Using network capturing tools like wireshark, tshark, tcpdump 

we can capture different network data. Till now Research has 

been done using wireshark because it is platform independent. 

 

Wireshark is a network packet/protocol analyzer. It is a 

platform independent which means it can operate on any 

Operating Systems such as Windows, UNIX, and Linux etc. It 

will try to capture packets transmittingin the network and tries 

to display that packet data as detailed as possible. It is freely 

available as open source. It is used for repairing the network, 

investigating, development of software and communications 

protocol, and education. It can capture both network and 

wireless traffic. It uses pcap library to capture packets. It can 

also export packets to XML (PDML), PostScript, CSV or 

plain text files. Entire packets captured by pcapconsist of some 

specific fields. With this information, some fields are derived 

in order to analyze each individual packet: 
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 Packet number: unique ID for each captured packet, a 

successive number developed by Wireshark. 

 Source: IP address of Source Machine. 

 Destination: IP Address of Destination Machine. 

 Duration: Time of capture for the packet. 

 Protocols: Gives the information related to all the 

protocols in the packet, used for analyzing protocols and 

deriving the relevant information (Eg: TCP, UDP, ICMP, 

IP). 

 Source Port: Port number of application for which it is 

source. 

 Destination Port: Application port number where packet 

will be transmitted. 

 Syn Count: Total number of packets which has its 

synchronization (syn) flag set. 

 Echo Request Count: Total number of packets which has 

echo request flag set. 

 No of Packets: Total number of packets transmitted 

between source and destination. 

 Reset Count: Total number of packets with reset flag set. 

 Invalid Password Flag: Packets which encountered with 

invalid password request to a particular destination. 

 

B. Convert To KDD Cup Format Data Set 

Data is pre-processed to extract only relevant attributes which 

are required for data mining process. Data which we obtain 

once we capture live network traffic consists of raw audit data 

and it has to be transferred to KDD format which can be used 

as input for various data mining techniques. 

 

Java Apis for processing wireshark captured files (.pcap): 

 

1. JPCAP: 

 The jpcap API allows developers in creating their own 

packet capture applications.  

 Captures live raw packets from the network. 

 Captured packets are saved to an offline file, and 

captured packets are read from those offline file.  

 Packets are filtered according to rules described by 

users before transmitting them to the application.  

 Raw packets are sent to the network. Jpcap 

implementation can be done using C and Java. 

 

2. JNETPCAP: 

 It is a java wrapper around libpcap and WinPcap 

native libraries. 

 It Reads .pcap files. 

 Various classes supported by this apis are JFlowKey, 

JFlow, Pcap. LOOP_INFINITE etc. 

In this research JNETPCAP api is used to process wireshark 

capture (.pcap) files. Following are the rules for classifying 

different types of attacks are: 

 

Table.1. Attack Rules 

Rule Label 

If(protocol is ICMP) and (Echo 

Request count >Threshold)  

Ping Attack 

If(protocol is TCP) and Reset 

count>=1) and ( No of packets > 

Threshold) and (Invalid pwd 

count >0)  

Guess Password 

C. Clustering 

Clustering is the method of generating a group of objects into 

similar objects classes. There will be one group which will 

consist of cluster of similar objects. The major advantage of 

clustering is that it is flexible to any changes and it separates 

relevant attributes which describes groups of different kind’s 

.In this research clustering was done using k-Means. Attacks 

of similar kind were clustered together. 

 

K-Means: 

After pre-processing k-means algorithm was applied to the 

converted data set which we obtained after applying previous 

step i.e. step B. The main objective is to cluster normal traffic 

and attack traffic. Attacks of various kinds were clustered into 

one group depending upon their characteristics. 

 

D. Classification 

The pre-processed data which we obtained in previous step is 

subjected to classification. The main aim is to detect attacks in 

the data set with good detection rate. To do so we used Naïve 

Bayesian classification algorithm. 

 

E. Result 
Determines whether intrusion has been detected in a particular 

Network Data Set. 

 

IV. EXPERIMENTAL RESULTS 

 

For Conducting Experiment Live Network Data was captured 

from PCCE college lab using wireshark network capturing 

tool. 

 

 
 

 
Figure.2. Capturing Live Network Traffic Data 
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Figure.3.Convert To KDD Cup Format Data Set 

 

 
Figure.4. K-Means Clustering 

 

 
Figure.5. Distribution of attacks in Network Data Set 

 

V. CONCLUSION 

 

The scarcity of publically accessible Intrusion Detection 

System (IDS) estimation datasets that is dependable is a 

burden for research people exploring data solutions using data 

mining with Network Intrusion Detection Systems 

(NIDS).The standard of datasets is important. Nowadays 

datasets that are publically available for evaluating IDS 

systems are restricted because of the time factor, various 

attempts, and privacy guarantee shortcomings related with 

developing them. Network Data set was generated in a live 

network environment which allows collecting good quality 

datasets consisting of both attack and normal network traffic. 

The proposed model made use of misuse detection system as a 

result it will detect only known attacks. Guess password and 

Ping Attack were targeted in the proposed method. The Future 

work will be to target more attacks such as port sweep, virus 

or Trojan attacks and more attacks. It is also possible to 

implement Anomaly based IDS so that it will detect unknown 

attacks in a network data set. We also plan to capture live 

traffic flow on wireless network .To get better accuracy of IDS 

more Data mining algorithms can be applied. 
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